
Network+ N10-007 Lab Setup Guide 
 

Pre-requisites 
In order to reproduce the lab environment used during the course, you will need a desktop or laptop 

host computer with the following MINIMUM hardware and software: 

 64-bit 2.6 GHz Dual Core CPU 

 16 GB RAM 

 100 GB free disk space  

 DVD drive 

 (2) USB 2.0 ports 

 Motherboard has Intel (R) Virtualization Technology and Intel (R) VT-d Feature was enabled in 

the BIOS 

 Windows 7, 8, or 10 Professional 

 Hyper-V uninstalled/disabled in Windows 

 Wireless network adapter 

 Internet access 

Note: You can, of course, modify the setup to suit your particular environment. For example, you could 

install all host software onto another virtual machine, or use a different virtualization product. You could 

also use physical computers that are networked, rather than virtual machines. 

Objectives 
You will set up the following: 

 Windows Server 2016 Virtual Machine on VirtualBox with: 

o Active Directory 

o DHCP 

o DNS 

o IIS FTP Server 

o Windows Server Backup 

o MailEnable Email Server 

o Cisco TFTP Server 

o Valhalla Honeypot 

 On your host computer: 

o Cisco Packet Tracer 

o Wireshark 

o Metasploit Pro trial 

o Mozilla Thunderbird email client 

o PuTTY 

o Telchemy IP Impairment Simulator 

o Advanced Port Scanner 



o Angry IP Scanner 

o MetaGeek InSSIDer Office 

o Valhalla Honeypot 

 

Download Required Software 
Download these items ahead of time. Follow the instructions later in this setup guide for installation. 

 Oracle VM VirtualBox 5.1.34  

https://www.virtualbox.org/wiki/Changelog-5.1#v34  

 

 Windows Server 2016 evaluation copy ISO  

https://www.microsoft.com/en-us/evalcenter/evaluate-windows-server-2016  

Note: You will need to complete a form to download the ISO 

 

 Cisco Packet Tracer 7.1.1 

https://www.netacad.com/courses/packet-tracer 

Note: You will have to register (it’s free) to download and install Packet Tracer. See steps below. 

 Wireshark 2.6.0  

https://1.na.dl.wireshark.org/win64/Wireshark-win64-2.6.0.exe 

 

 Metasploit Pro Trial  

https://www.rapid7.com/products/metasploit/download/pro/  

You will have to register using a real email address, not a Gmail/Yahoo/Hotmail webmail 

address. The trial is good for only 14 days, but you can keep requesting a new trial key 

indefinitely. 

 

 Valhalla Honeypot  

https://sourceforge.net/projects/valhalahoneypot/files/valhalahoneypot/valhala180/valhala180

-english.zip/download  

 

 Cisco TFTP Server 1.1  

http://www.oldversion.com/windows/cisco-tftp-server-1-1  

Be careful, this site is full of advertising links. Ensure that you download the TFTP server. The file 

will be named something like ciscotftp11.exe. 

 

 MailEnable Email Server  

https://www.mailenable.com/download.asp  

Select Standard Edition (FREE) Download 

 Mozilla Thunderbird Email Client 
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https://www.netacad.com/courses/packet-tracer
https://1.na.dl.wireshark.org/win64/Wireshark-win64-2.6.0.exe
https://www.rapid7.com/products/metasploit/download/pro/
https://sourceforge.net/projects/valhalahoneypot/files/valhalahoneypot/valhala180/valhala180-english.zip/download
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https://download.mozilla.org/?product=thunderbird-52.7.0-SSL&os=win&lang=en-US 

 

 MetaGeek InSSIDer Office trial  

https://www.metageek.com/support/downloads//  

You will have to complete a form to obtain the trial license. 

 

 PuTTY  

https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html  

 

 Telchemy IP Impairment Simulator 

http://www.voiptroubleshooter.com/tools/telchemy_ip_simulator.zip  

 

 Advanced Port Scanner  

 

http://www.advanced-port-scanner.com/link.php?lng=en&ver=2-5-3581&beta=n&page=about  

 

 Angry IP Scanner  

http://www.advanced-port-scanner.com/link.php?lng=en&ver=2-5-3581&beta=n&page=about  

 

 Netscanner64 

http://www.mitec.cz/Downloads/NetScanner64.zip  

 

 Nmap for Windows 

https://nmap.org/dist/nmap-7.70-win32.zip  

Additional Websites 
The following websites are also visited during the course: 

 Online RSA Public Key Pair Generator  

http://travistidwell.com/blog/2013/09/06/an-online-rsa-public-and-private-key-generator/  

 

 Online Symmetric Encryption Tool  

https://www.tools4noobs.com/online_tools/encrypt/  

 

 Online Hash Generator Tool  

http://www.sha1-online.com  

 

 Amazon Web Services account  

https://aws.amazon.com/  

 

NOTE: You will have to provide a credit card for an AWS account, and you must be VERY 

CAREFUL to not accidentally run up expenses on your account 
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Additional Hardware 
The following tools and hardware are used in the demonstrations in this course. It is not necessary for 

you to obtain or know specifically how to use any of these items to pass the certification exam. 

However, it is necessary for you to understand their basic purpose and features, and how these and 

other tools are used in general to troubleshoot and support a network.  

 Linksys WRT54G Wireless-G Router 

 Etekcity MSR-R500 Digital Multimeter 

 RF Explorer 6G Combo Spectrum Analyzer 

 KEDSUM 10mW 12KM BML-205 Red Light Visual Fault Locator Fiber Optic Cable 

 LingsFire Multifunctional Remote Network Cable Tester  

 TRENDnet TC-CT68 Crimper 

 WESTONETEK Universal Cable Stripper  

 Tacklife CT01 Classic Wire Tracker  

 TRENDnet TC-PDT Punch Down Tool  

 CNAweb 12 Port Vertical Cat5e 110 RJ45 Patch Panel 568A 568B with Bracket 

 Alfa AWUS036NHA High Gain Wireless B/G/N USB Adaptor 

 CAT 5 patch cable 

 Single Mode LC-ST Fiber Optic patch cable 

 Cat6 RJ45 Punch-Down Keystone Jack (Blue and White) 

 CAT 5e RJ45 Plugs  

 2 Port Keystone Jack Wall Plate 1-Gang  

 CAT5e twisted pair cable 

Install Oracle VM VirtualBox 
Note: as an alternative, you can use other virtualization software such as VMWare or Hyper-V. 

Additionally, you can use networked physical computers instead of virtual machines. 

1. Locate and double-click the Oracle VirtualBox installer that you downloaded. The name will be 

something  like VirtualBox-5.1.34-121010-Win.exe 

2. On the setup welcome page, click Next. 

3. On the Custom Setup page accept the defaults and click Next. 

4. On the next Custom Setup page accept the defaults and click Next. 

5. On the Warning: Network Interfaces page, click Yes. 

6. On the Ready to Install page, click Install.  

7. If prompted by User Account Control, click Yes. 

8. When the wizard completes, click Finish. 

Set Up Windows Server 2016 
1. Locate the Windows Server 2016 evaluation copy ISO that you downloaded. The name might be 

similar to 14393.0.161119-1705.RS1_REFRESH_SERVER_EVAL_X64FRE_EN-US.iso 

2. If necessary, open VirtualBox. 

3. On the menu bar, click New. 



4. In the Name and operating system popup dialog box, in the Name: text field type Server2016. 

5. In the Type: dropdown box ensure that Windows is selected. 

6. In the Version: dropdown box select Windows 2016 (64-bit). 

7. Click Next. 

8. On the Memory size page, accept the default of 2048 MB and click Next. 

9. On the Hard disk page, accept the default of Create a virtual hard disk now and click Create. 

10. On the Hard disk file type page, accept the default of VDI and click Next. 

11. On the Storage on physical hard disk page, accept the default of Dynamically allocated and 

click Next. 

12. On the File location and size page accept the default name of Server2016 and size of 50 GB and 

click Create. 

13. In Oracle VM VirtualBox Manager, select the Server2016 VM and click Start. 

14. In the Select start-up disk popup dialog box, select the folder-like icon  and browse for the 

Windows Server 2016 ISO. 

15. Select the ISO and then click Open. 

16. Click Start. Windows setup will start. 

17. On the Windows Server 2016 page, accept the defaults and click Next. 

18. On the next page, click Install now. 

19. On the Select the operating system you want to install page, select Windows Server 2016 

Standard Evaluation (Desktop Experience) and then click Next. 

20. On the Applicable notices and license terms page, check the I accept the license terms 

checkbox and click Next. 

21. On the Which type of installation do you want? page select Custom: Install Windows only 

(advanced). 

22. On the Where do you want to install Windows? page, accept the default and click Next. 

23. Allow Windows to install. 

24. On the Customize settings page, enter and reenter the password 1Password and click Finish. 

Configure the Server VM to Use Bridged Networking 
1. Switch to your host. 

2. In the VirtualBox application, select the Windows Server 2016 VM. 

3. Click Settings. 

4. Change the Adapter 1  Attached to: dropdown box to Host-only Adapter. This means this 

server WILL be able to interact with the host, but will NOT be able to get online. 

 



 
 

5. Click OK. 

Install Active Directory, DNS, DHCP, IIS FTP, and Windows Server Backup on Server 2016 
1. With Server2016 running in VirtualBox, on the menu bar above the VM, click 

InputKeyboardInsert Ctrl-Alt-Del. 

2. At the Administrator login prompt, in the password text field, enter 1Password and press Enter. 

3. If you see the following messages from VirtualBox, you can close them: 

 

 
 

4. If you see a message about Networks Do you want to allow your PC to be discoverable… click 

Yes. 

5. Verify that the Server Manager Dashboard opens. If not, click its launcher on the Task Bar 

 
6. On the left pane, click Local Server. 



7. In the PROPERTIES section, locate Computer name, and click the link (current computer name) 

next to it.  

 

 
 

8. On the Computer Name tab, click Change… 

9. In the Computer name: text field, enter Win2016 and click OK. 

10. In the Computer Name/Domain Changes popup dialog box, click OK. 

11. Click Close. 

12. Click Restart Later. 

13. In the PROPERTIES section, locate Ethernet and then click the link next to it. 

 

 
 

14. In the Network Connections dialog box, double-click Ethernet. 

15. In the Ethernet Status popup dialog box, click Details... 

16. In the Network Connection Details popup dialog box, make note of the IPv4 Address, the IPv4 

Subnet Mask, and the IPv4 Default Gateway (if any – yours might be blank). 

 

NOTE: Your IP settings may be very different from this image!  



 
 

17. Close the Network Connection Details page. 

18. In the Ethernet Status page, click Properties. 

19. In the Ethernet Properties popup dialog box, locate and double-click Internet Protocol Version 

(TCP/IPv4) Click the actual wording, DO NOT check its checkbox! 

20. In the Internet Protocol Version 4 (TCP/IPv4) Properties dialog box, in the General tab, click the 

Use the following IP address: radio button. 

21. Enter the IP address, Subnet mask, and (if any) Default gateway addresses you recorded. 

22. Ensure that the Use the following DNS server addresses: radio button is selected. 

23. In the Preferred DNS server: box enter the same address that you entered for the IP address. 

24. Click OK twice, then click Close. 

25. Restart the server by clicking Start, then clicking the power symbol, then clicking Restart. Click 

Continue. 

26. When the server restarts, repeat steps 1 & 2 to log in. 

27. Wait for Server Manager to open. 

28. In the Server Manager Dashboard, under Configure this local server, click Add roles and 

features. 

29. On the Before you begin page, click Next. 

30. On the Select installation type page, click Next. 

31. On the Select destination server page, click Next. 

32. On the Select server roles page, check the Active Directory Domain Services checkbox. 

33. In the Add features that are required popup dialog box, click Add Features. 

34. Repeat the process to also install the DHCP Server, DNS Server, and Web Server (IIS) roles. 

35. Click Next. 

36. On the Select features page, check the Windows Server Backup checkbox and click Next. 



37. On the Web Server Role (IIS) page, click Next. 

38. On the Select role services page, scroll down and click the FTP Server checkbox. 

39. Click Next and then click Install. 

40. Wait for the installation to finish. It will take several minutes. While waiting, you can proceed to 

another task. 

41. When the installation is complete, click Close. 

42. Leave Windows Server 2016 running. 

Turn OFF the Windows Firewall on the Server 
1. On the Server, click Start Control PanelSystem and Security. 

2. Locate and click Windows Firewall. 

3. In the Windows Firewall page, on the left pane, click Turn Windows Firewall on or off. 

4. On the Customize settings for each type of network page, under Private and Public network 

settings, click the Turn off windows Firewall (not recommended) radio buttons. 

5. Click OK. 

6. Close the Control Panel. 

Enable Drag and Drop Between Your Host and the VM 
1. In Virtualbox, on the Menu bar at the top of the VM, click DevicesInsert Guest Additions CD 

image… 

 

 
 

2. In the Server VM, on the desktop on the taskbar, locate and click File Explorer. 

 

 
 

3. In the File Explorer window, in the navigation (left) pane, expand This PC. 



4. Locate and click CD Drive (D:) VirtualBox Guest Additions 

5. Locate and double-click VBoxWindowsAdditions-amd64. 

6. In the Oracle VM VirtualBox Guest Additons 5.1.34 Setup wizard, click Next. 

7. Click Next again and then click Install. If prompted click Install again. 

8. Click Finish. Allow Server 2016 to restart. 

9. When the server has restarted, log in again. 

10. In VirtualBox, on the Menu bar, click DevicesDrag and DropBidirectional. 

 

 
 

11. In Server 2016, close Server Manager. 

12. Leave the server running. 

Install MailEnable Email Server 
NOTE: This is not the same email server that is used in the video. This product is actually simpler to use 

and is not a trial copy, so you will be able to use it indefinitely. 

1. Locate the MailEnable installer you downloaded. It will be named something like 

standard1015.exe. 

2. Drag and drop it from your host computer to the desktop of Windows Server 2016. 

Note: if you are having trouble dragging and dropping, restart Server 2016 and try again. 

3. When the installer has copied to the server desktop, double-click it.  

4. Click OK. 

5. Click Next. 

6. On the Get Installation Settings page, in the Name: text box enter your name. In the Company: 

text box, enter anything you like (e.g. ituonline.com). 

7. Click Next 5 times. 



8. On the Get Postoffice Details page, in the Post Office Name: text box change the text to the 

company name you entered earlier (e.g. ituonline.com), in the Password: text box, change the 

default to 1Password and click Next. 

9. Click Next. 

10. On the SMTP Connector Configuration page, in the Domain Name: text box enter the company 

name you select (e.g. ituonline.com), accept the other defaults, and click Next. 

11. Click Next and allow the installation to continue. 

12. On the Select WebMail Web Root page, ensure that the Configure web mail as an IIS Virtual 

Directory checkbox is selected, and that the Web Server: dropdown box shows (Default Web 

site) Default Web Site and then click Next. 

13. Click Next again. 

14. Click Finish. 

15. If a browser page opens, close it. 

Set Up Mailboxes 
1. On the server, click Start. 

2. In the M section, expand MailEnable. 

3. Click MailEnable. 

4. In the MailEnableAdmin console, on the left pane, under MailEnable Management, expand 

Messaging Manager  Messaging Manager  Post Offices  <your company name> 

5. Double-click Mailboxes. 

6. Verify that you see the Postmaster mailbox. 

 

 
 



7. Right-click Mailboxes  New Mailbox 

8. In the Mailbox Name: text field enter your first name 

9. In the Password: text field enter 1Password 

10. In the Mailbox Type: dropdown box, select ADMIN 

11. Click OK 

12. Verify that you now see your mailbox. 

13. Using the previous steps, create another mailbox for another person. Make that mailbox type a 

user. 

14. Verify that you see both mailboxes. 

 

 
 

15. Minimize MailEnableAdmin. Leave it running. 

Install Cisco TFTP Server 
1. On your host computer, locate the Cisco TFTP server installer you downloaded. It should be 

named something like ciscotftp11.exe. 

2. Drag and drop the installer from your host to the Server VM. 

3. When the installer is through copying, double-click it. 

4. In the setup wizard, click Next three times, then click Finish. 

5. Verify that you see the Cisco TFTP shortcut on the desktop. 

6. Leave Windows Server running. 

Install Valhalla Honeypot  
This application does not require installation. Just copy it to the server so it is ready for use. 



1. Locate and if necessary unzip the Valhalla honeypot installer that you downloaded. 

2. Drag and drop it from your host to the Server 2016 desktop. 

3. Double-click the honeypot to make sure the application launches.  

4. Close the honeypot application. 

Set Up Your Host Computer 
Note: These next sections install client software on your host computer. You can uninstall any of these 

applications when you are through using them.  

Install the Mozilla Thunderbird Email Client 
1. Locate the Mozilla Thunderbird Email application that you downloaded. It will be named 

something like Thunderbird Setup 52.7.0.exe. 

2. Double-click the installer. 

3. If prompted by User Account Control, click Yes. 

4. On the Welcome page click Next. 

5. Click Next again. 

6. Click Install. 

7. Click Finish. 

8. If you see a System Integration popup dialog box, click Skip Integration. 

9. On the Welcome to Thunderbird page, select Skip this and use my existing email button. 

10. On the Mail Account Setup page, enter your name, the email address you created in 

MailEnable, and the password you set for the mailbox in MailEnable.  

 

 



 

11. Click Continue. 

12. Note: Depending on the company name you chose, you MIGHT see Mail Account Setup say 

“Configuration found in Mozilla ISP database”. If you see this, do NOT click Done. 

13. Click Manual config. 

14. Enter information to look like the following. In the Server hostname section, enter the IP 

address of Windows Server 2016.  

 

 
 

15. Click Re-test, accept any changes that were automatically made, and click Done. 

16. If a Warning page appears, check the I understand the risks checkbox and click Done. 

17. In the Thunderbird application, in the upper left on the toolbar, click Write. 

18. Create and send a test email to both of the email accounts you created. Notice that each 

recipient is listed on its own line.  

 



 
19. Ensure that you can receive and read the email you sent to yourself. 

20. OPTIONAL: Switch to Windows Server 2016 VM, and install and configure Mozilla Thunderbird 

on the server for your other email account. 

Install Cisco Packet Tracer  
Follow these steps if you are not sure how to install Cisco Packet Tracer. You will have to sign up (for 

free) with the Cisco Network Academy and begin the Introduction to Packet Tracer course. The Packet 

Tracer download is available inside the course. You do not have to complete the course if you do not 

want to. 

1. On your host machine (Windows 7, 8, or 10), open a browser to: 

https://www.netacad.com/courses/packet-tracer 

2. Click Enroll to download Packet Tracer 

3. On the Introduction to Packet Tracer page, click Sign up today! And in the dropdown box that 

appears, click English. 

4. On the Sign Up For Introduction to Packet Tracer 0318 page, enter your information and then 

click Create Account. 

5. In the Let’s start learning! popup dialog box, click Launch Course. 

6. In the Introduction to Packet Tracer dialog box, click Student Resources 

 

https://www.netacad.com/courses/packet-tracer


 
 

7. Scroll down and click Download and install the latest version of Packet Tracer 

8. Click Cisco Packet Tracer 7.1.1 

9. In the Cisco Packet Tracer 7.1.1 page, click Packet Tracer 7.1.1 for Windows 64 bit.exe 

10. In the Packet Tracer 7.1.1 for Windows 64 bit.exe page, click Download. 

11. Check your email for your student login information. Click the button in the email to confirm 

your email address. You will need to log in whenever you launch Packet Tracer.  

12. When the download is finished, locate and double-click the file you just downloaded. 

13. When prompted by User Account Control, click Yes. 

14. Click I accept the agreement and then click Next. 

15. Click Next three times then click Install. If prompted at any point during setup, click OK. 

16. Click Finish. If prompted, click OK. 

17. In the Cisco Networking Academy Log In page that opens, enter the email address and 

password you used to sign up and click Log In. 

18. Verify that Packet Tracer opens. 

19. Close Packet Tracer. 

Install Wireshark 
1. Locate the Wireshark installer that you downloaded. It will be named something like Wireshark-

win64-2.6.0.exe. 

2. Perform a default installation of the software. 



Install Metasploit Pro Trial 
1. Locate the Metasploit Pro trial installer that you downloaded. It will be named something like 

metasploit-latest-windows-installer.exe.  

2. Perform a default installation of the software, using the trial license key you received in your 

email. 

3. When prompted to enter a username and password, set the username to admin and the 

password to ITUPass2018! 

Install Advanced Port Scanner 
1. Locate the Advanced Port Scanner installer you downloaded. The name will be something like 

Advanced_Port_Scanner_2.5.3581.exe. 

2. Perform a default installation of the software. 

Install Angry IP Scanner 
1. Locate the Angry IP Scanner installer you downloaded. The name will be something like ipscan-

3.5.2-setup.exe. 

2. Perform a default installation of the software. 

Install NetScanner64 
1. Locate the NetScanner64 installer you downloaded. The name will be something like 

NetScanner64.exe. You might have to unzip it first. 

2. Launch the application to make sure it works. NetScanner64 does not need to actually be 

installed. Just have it handy on the desktop for when you need it. 

Install Nmap for Windows 
1. Locate the Nmap installer you downloaded. The name will be something like 5.2.3 nmap-7.70-

setup.exe. 

2. Perform a default installation of the software. 

Install PuTTY 
1. Locate the PuTTY installer you downloaded. The name will be something like putty-64bit-0.70-

installer.exe. 

2. Perform a default installation of the software. 

Install Telchemy IP Impairment Simulator 
1. Locate the Telchemy IP Simulator you downloaded. If it is a zip file, extract it to a folder on your 

desktop. 

2. Inside the folder, locate and right-click telchemy_ip_simulator  Run as administrator 

3. If prompted by User Account Control, click Yes. 

4. Verify that the application launches. 

5. Telchemy does not actually need to be installed, but it does have to be run in administrator 

privilege to launch. 

Install MetaGeek InSSIDer Office trial 
Note: This software will only work if your host computer has a wireless network adapter. If you do not 

have that, then you do not need to install this application. 



1. Locate the MetaGeek InSSIDer Office trial installer. It will be named something like 

inSSIDerOffice.msi. 

2. Check your inbox for the trial license. 

3. If necessary, plug in the wireless network adapter into your computer (probably not necessary 

on a laptop). 

4. Perform a default install of the software. 

 
Your lab is set up and ready for use! 

 

 

 

 

 

 

 

 

 

 

 

~ finish ~ 


